AHOTAILIIS

VY po6oTi po3rIsiHYTO anropuT™ 1 ypaznuBocTi cranaapty JSON Web Token.
Bin € ctangaprom RFC 7519, BignoBiganbHUM 3a CTBOPEHHS TaK 3BaHUX TOKCHIB
ayTeHTU(]iKallli, 10 BUKOPUCTOBYe B siKOocTi ocHOBH ¢opmar JSON. Jlanwmii
CTaHJApPT 3aCTOCOBYETHCS MpU Tepenadi ayTeHTU(]IKAIIHHUX JaHUX B BeO
nporpamax.

TokeHn MarOTh Ha METI 3aMiHy TaKuX CIIOCOOIB ayTeHTHdiKallii, K KYKH,
JO3BOJISIIOYM IMIIBUIIMTH PIBEHb OE3IEKH MpHU MPOLEAYypax aBTOPHU3allil Ha calTax
Ta IHIIMX TUIaTdopMax. AJle I TEXHOJIOTIS Ma€ JIeKUIbKa BPa3IuBOCTEH, AKi MalOTh
KOpEH1 HE TUIbKK B KOHKPETHHUX peai3allisax 010J110TeK, aje il B caMoMy ajJropuTMi
I[LOTO CTaHIapTa.
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ABSTRACT

The paper considers the algorithm and vulnerabilities of the JSON Web Token
standard. It is an RFC 7519 standard that is responsible for creating so-called
authentication tokens that uses the JSON format as the basis. This standard applies
to the transmission of authentication data in web applications.

Tokens are intended to replace authentication methods such as cookies,
allowing for increased security in authorization procedures on sites and other
platforms. But this technology has several vulnerabilities that have roots in not only
specific implementations of libraries, but also in the algorithm itself of this standard.
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